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IToJs1okenne
00 o0ecrieyeHNH 0€30MACHOCTH ABTOMATH3MPOBAHHOI HHGOPMALMOHHOI CHCTEMbI
MyHMIUIIAJIBLHOTO OI0IKETHOT0 JOIIKOJIbHOI0 00Pa30BaTEJIbHOI0 YUPEKIEHUS 1eTCKOT0
cajga odmepaspuBaomero suaa Ne 14 «Pogan4yok» ropoaa 3apuncka

1.001mue mostoxxeHust
[Tonoxxenne 00 oOecnieueHUU OE30MACHOCTH ABTOMATU3UPOBAHHOM MH(OPMAIIMOHHON CHCTEMBbI
MyHUIIMIIATBHOTO  OIO/PKETHOTO  JIOIIKOJILHOTO — 00pa3oBaTENbHOIO YUYPEKICHHS JETCKOTO caja
obmepazBuBaromero Buna Ne 14 «Pomauyox» ropoga 3apuHcka (manee — IlomoxxeHue) ompenenser
TpeOOBaHUS IO 00ECIICYCHUIO OE30IMACHOCTH aBTOMATU3MPOBAHHON MHPOPMAIIMOHHON CHCTEMBI (Janee -
ANC) MyHununaibHOro OOKETHOTO JOUIKOJILHOTO 00pa30BaTENbHOTO YUPEKIEHHUS JIETCKOro caja
obmepaspuBaroniero suaa Ne 14 «Poxandok» ropoaa 3apuHcka (nanee — OmepaTop).

AWNC npencrasnsier coboi IT-cucremy, nmpenHa3HAuYEHHYIO AJI aBTOMATU3alMU IPOLIECCOB
dbopMupoBanus, 00padOTKH U aHamu3a WH(OPMAILIUU 110 OCHOBHBIM HAIPABJICHUSM JI€ATEIbHOCTU
Omnepatopa.

OcHoBHBIMU (YHKITMOHATBHBIMUA BO3MOXKHOCTSIMU AVIC Onepatopa sSBISIOTCS:

-popMupoBaHue, XpaHeHHE U OOHOBJIEHHME CBEACHUM O CTPYKType MOJApa3JeIeHu, TpyIIl
Oneparopa;

-popmMupoBaHue, XpaHeHHEe U OOHOBJIIEHHE CBEACHMH O II€Jarori4eckoM COCTaB€é M MHBIX
COTpYIHUKaX mojpasaenenuit Oneparopa;

-popMupoBaHuE, XpaHEHHWE U OOHOBJIEHHE CBEACHUM 00 WHIMBUIYyalbHBIX IUIaHAX pabOThI
MeJaroruyeckoro cocTana;

-bopMHpOBaHUE, XpaHEHHE M OOHOBJIEHHWE CBEIECHHUM 00 y4yeOHOM IUTaHE M WHBIX IUIaHAaX
Oneparopa;

-hopMHUpOBaHUE, XPAHEHHE U OOHOBJICHHE CBEJICHUI O Harpy3Ke Mearoruaeckoro CocTana;
-popMupoBaHue, XpaHeHHE U OOHOBJIEHHME CBEACHHM O HAYYHOH U Yy4eOHO-METOIUYECKON
auTepaTtype (METoANYEeCKue PeKOMEHAINH, yueOHble TocoOusl, MOHOTpaduu, MyOIUKaIuu, UHOE),
BKJIIOYast pa3pabOoTKU MeJarorn4eckoro CocTaBa;

-popmMupoBaHue, XpaHeHHE U OOHOBJIEHHWE CBEIEHUH O BOCHUTAHHMKAaX M MX 3aKOHHBIX
MPEICTaBUTEINSIX;

-popMupoBaHue, XpaHEHHE U OOHOBJIEHUE CBEICHUN O pe3ysibTaTaXx 00pa30BaTEIbHOTO MpPOIIECcCa;
-aHaJIUTHYEecKast 00paboTka nH(OpMaLUK O IPOBEIEHNU 00pa30BaTEIBLHOTO MPOLIEcca.

B xauectBe nnpopmaruu, noaiexameii 3amure B AIC Oneparopa, paccMaTpUBaIOTCS:
-[IEpPCOHAJIbHBIE JAHHBIE IEarOrMYE€CKOr0 COCTaBa U UHBIX COTPYAHHUKOB;

-TIIepCOHANIbHBIC JJAHHBIE BOCMIUTAHHUKOB, B TOM YHCIIE U JaHHBIE 00 UX 3aKOHHBIX MPEACTABUTENSX;
-[IEpCOHAJIbHBIE JaHHbIE COTPYAHUKOB aIMUHUCTPATUBHO-X031CTBEHHOTO ITEPCOHAJA.

IIpu oOecnedyeHnn O€30MAaCHOCTH MEPCOHAIBHBIX JAHHBIX B HWH(GOPMAIMOHHOM CHCTEME
OmnepaTop PYKOBOJCTBYETCSI CJICIYIONIMM: BBIOOpP CPEICTB 3aIIUTHl MH(GOPMAIMH JIJISI CHCTEMBI
3alUThl IEPCOHANIBHBIX JTAHHBIX; OIMpe/IeJIeHHe THMa yrpo3 O€30MaCHOCTH NMEePCOHAIBHBIX JaHHBIX,
aKTyaJlbHBIX I MHGOPMAIMOHHOM CHCTEMbl; YCTaHOBJIIEHHE U OOEcCreueHue YpOBHS
3alUMIIEHHOCTH TEPCOHAIBHBIX B HHQOPMAIMOHHOM cucrteme mnpou3Boautca OmneparopoM B
COOTBeTCTBUM ¢ TpeboBaHMSIMM K 3allUTe MEPCOHAIBHBIX JaHHBIX MpH HUX 00paboTke B
MH(OPMALIMOHHBIX ~ CHUCTEMAax [EpPCOHANbHBIX JAHHBIX, YTBEPKIAEHHBIX IIOCTAaHOBJIEHUEM
[IpaButensctBa PO ot 1 HOos0ps 2012 1. N 1119.

OCHOBHBIMU TPYIIIIAMHU yTPO3, HA IPOTHBOCTOSHUE KOTOPHIM HAMPABJICHBI IIENId U TPeOOBAHUS
0C30ITaCHOCTH, SIBIISTFOTCS:

-YIpO3bl, CBSA3aHHBIE C OCYLIECTBJICHHEM HECAHKLUHMOHHPOBAHHOIO JOCTYyNa (03HAKOMIICHHS) C
nH(popMalreH, coepkanieil cBeieH!s] 0 MePCOHANBHBIX JaHHBIX PAOOTHUKOB M BOCHUTAHHHUKOB,
npu ee 06paboTKe U XpaHEHUH;



-yIpo3bl, CBSA3aHHBIE C HECAHKIIMOHMPOBAHHBIM KOIMPOBAaHUEM (XUILEHHEM) HH(pOpPMAIMH,
coJiepKaliei CBeACHUs O IEPCOHAIBHBIX JaHHBIX pa0OTHUKOB M BOCITUTAHHUKOB;

-YIpo3bl, CBSI3aHHBIE C OCYLIECTBJICHMEM JOCTyNna K HHQOpPMaLUH, COAECpXkalleil CBEACHHs O
MEPCOHATBHBIX JIAaHHBIX PAOOTHUKOB M BOCIHMTAaHHHUKOB, 0€3 paspelieHHs Ha TO €€ BIiajelbla
(cyOBeKTa nepcoHaIbHBIX JAaHHBIX);

-YTPO3bl, CBA3aHHBIEC C HAPYIICHUEM MOPSAIKA A0CTyNA K HH(POPMAINU, COAEPIKaIIEH CBeIeHUS O
NEePCOHAIBHBIX JAHHBIX pAOOTHUKOB M BOCIIMTAHHUKOB, IIEPEAaBaEMON 3aMHTEPECOBAHHBIM JIUL[AM;
-YTPO3bl, CBSI3aHHBIE C TEPEeXBATOM HH(POPMALUHU, COACpPXKAIIEH CBEIEHHS O IEPCOHAIBHBIX
JAHHBIX PAOOTHUKOB M BOCHUTAHHUKOB, M3 KaHAJIOB I€pelJadyd JaHHbIX C WCHOIB30BaHHEM
CHELIUAIU3UPOBAHHBIX IPOIPAMMHO-TEXHUUECKUX CPEJCTB;

-YTpO3bl, CBSI3aHHBIE ¢ TOTepeit (yTparoil) HHpOopMaLnu, CoepsKalleil CBeIEHU O MePCOHATBHBIX
JAHHBIX PpPaOOTHUKOB M BOCIUTAaHHUKOB, BCIEACTBUE cOOEB (OTKa30B) MPOTrPaMMHOIO U
anmapaTHOro 00eCIeUCHUS;

-yIpo3bl, CBSA3aHHBIE C BHEAPEHHEM KOMIIBIOTEPHBIX BHPYCOB M JPYroro BpEeJOHOCHOTO
MIPOrPaMMHOI'0 00€CTICUCHHS;

-YIpO3bl, CBSA3aHHBIE C OCYLIECTBICHUEM HECAHKLIMOHUPOBAHHBIX NH(OPMALIMOHHBIX BO3AEHCTBHIM
(HampaBIEHHBIX Ha «OTKa3 B 0OCITY>KUBAaHUMY JUIsI CEPBUCOB, MOAU(DUKALINIO KOHPHUTYypAIMOHHBIX
JAHHBIX TPOTPAMMHO-ANIIAPATHBIX CPEACTB, MOAOOP ayTEeHTU(UKATMOHHONW HHPOPMAITUH U T.I1.).
@OyHKIMOHANbHBIE TpeOOBaHUS 0€30IaCHOCTH OXBATHIBAIOT:

-Tpe0OBaHUs K OCYILECTBIICHUIO ayiuTa 0€30MaCHOCTH;

-TpeOoBaHMs K 00ECTICYSHHIO MOIJTMHHOCTU CYObEKTOB 0OMEHa

nHpopManue;

-TpeOOBaHUs K KpUNITOrpapuuecKoi MOJAEPKKE;

-TpeOOBaHUA K 3aliuTe HHGOpMalWU, COAEpXKALeHd CBEACHHMS O TIEPCOHAJIbHBIX JaHHBIX
paOOTHHUKOB M BOCIIMTAHHUKOB;

-TpeOOBaHMs K UACHTU(HUKAIMY U ayTeHTUUKAIH roib3oBarenein AUC;

-Tpe0OBaHMUs K YIIPABIECHUIO 0€30MaCHOCTHIO;

-TpeOOBaHuUs K 3alllUTE CUCTEMbI 0€30I1aCHOCTH.

2. OcHoBHbIE (PYHKIIMOHAIBHBIE BO3MOKHOCTH AUC, cBsi3aHHbBIE
c o0ecrieyeHneM 0e30MacCHOCTH (3aIMTON HH(pOPMAaLH)

2.1. 3ammTa JaHHLIX M0JIL30BATEJIS

ANC nomxHa OCYHIECTBIATh (PYHKIMM M TOJUTHKY H30MPATENbHOIO (IJUCKPELIMOHHOTO)
ylpaBiieHUs: J0CTynoM. M3OuparenbHoe YyOpaBieHHE JOCTYNIOM JIOJDKHO —IPeIOCTaBIIATh
BO3MOKHOCTh OTPaHUYMBATh U KOHTPOJIMPOBATh JIOCTYII K CHCTEME U K MH(OpMaIuu, coaepaieit
CBEICHUSI O IEPCOHAIIBHBIX JaHHbIX.

Kaxnpiit [Tonb3oBarens, nbitatonuiics noayuuts goctyn k AUC, cHavana J0KeH MPOXOIUTh
npouenypy HJIeHTH(GUKAUU U ayTeHTU(HUKAIMY, a 3aT€M, [IPHU MOMBITKAaX MOJIYYEHHUs JOCTyNa K
aKTUBaM, — aBTOPM3ALUIO, T.€. IPOBEPKY paspemieHuil [lonbp3oBaTens Mo OTHOLIEHUIO K KaKOMY-
100 3alUIIaeMOMY aKTUBY.

B AUC noctyn x mHbOpManuu AOKEH ObITh pa3pelieH TOJbKO YIOJIHOMOYEHHBIM Ha 3TO
ITonb3oBarensam. Monens 3amutel AMC nomkHa BKIIOYaTh KOMIIOHEHTBI, KOTOPBIE PEAU3YIOT
KOHTPOJIb CYOBEKTOB JIOCTYyMa, NEHCTBUH, NPEANPUHUMAEMBIX KOHKPETHOW CYIIHOCTBIO I10
OTHOIIEHHIO K 0OBEKTY AOCTYIA.

Kaxxnprit o0bekT noctyma, npeacraBieHasii B AVIC, nomkeH ObITh OTHO3HAYHO aCCOIIMUPOBAH
¢ HabopoMm arpuOyTOB OE30MACHOCTH, ONPEACIAIOMUX Oe30MacCHOCTh 3alUIIAEMOro OOBEKTa.
JlanHblii HaboOp aTpuOyTOB AOJKEH (OPMHPOBATHCS MPU CO3AAHUU OOBEKTa M BIOCIEACTBUU
MOXKET MEHAThCS. M3MeHeHHe WX 3HAUYeHUM HOJDKHO OBITh oOecrneueHO ToJIbKO Ilomn3oBarensaM,
MMEIOLUM CTaTyCc Biajenblla OO0BbEeKTa, a Takke CyObeKTaM, KOTOPBIM HPEJOCTaBICHbI
COOTBETCTBYIOINE TIOJTHOMOYHS.

[IpaBa poctynma cyOBEKTOB K OOBEKTY JOJIKHBI OIpPENESAThCS IOCPEIACTBOM CIIHCKA
yrpasieHus 10cTyrnoM. CIUCOK yIpaBieHHs JOCTYIIOM JIOJKEH BKJIIOYATh IepeueHb



IT0JIb30BATEJICH, KOTOPHIM pa3peleH JOCTYIT K 00bEKTY, a TakyKe Ha0Op JOIMYCTHUMBIX Hal
00BEKTOM JIEWCTBHUIA.

2.2. Ayaut coObITHii 0€30MacHOCTH
ANC nomxHa obecrieunBaTh HAOOP CPEICTB ayIUTa, MPEAHA3HAYCHHBIX JJI1 MOHUTOPUHTA

U OOHApY)KCHHsI HEXKeNaTeNbHbIX YCIOBHM, KOTOpPhIE MOTYT BO3HUKHYTb, @ TaKXe COOBITH,
KOTOpbIE MOTYT MPOHM30MTH B cucTeMe. MOHUTOPUHI OTHOCALIMXCA K O€30IacHOCTH COOBITHUMN
JIOJDKEH TIO3BOJISITh OOHAPY)KMBATh HApYyIIUTENEed OE30MacHOCTH, a TAKXKE BBISBIATH MOMBITKA
HecaHKUHoHUpoBaHHOTO noctyna Kk AVC wiu nocrtymna k 3amuiaemMon nadpopmanuu. B yactnoctu,
omnpezensis IOJUTUKY aylauTa, YIOJIHOMOYeHHBIH ammuHuctpatop AWC nomkeH uMeTh
BO3MOYXHOCTh OCYIIECTBIIATH ayAWT TOJHKO HEOOXOJMMBIX THUIIOB COOBITHI O€30MacHOCTH, TaKUX
KaKk HeyJauHble TMONBITKK MOAKIIOYeHUs mnoib3oBareneit k AWC. 3amuch pe3yiabTaToOB ayauTa
cOOBITHUI 0€30MacHOCTH JOJIKHA OCYILECTBISATHCS B JKypHajbl pErucTpaliy COOBITUH ayauTa,
JOCTYIl K KOTOPOMY JOJIKEH OBITh pa3pelleH TOJIbKO YHNOJHOMOYEHHOMY aaMuHuctparopy AUC.
[IpocMOTp KypHAJIOB pEerucTpandu COOBITUN ayauTa JOJKEH BBIMIOJHSIETCS C HCIOJIb30BAHUEM
cpencts AUC (crennanu3upoOBaHHBIX WHCTPYMEHTANBHBIX CpeACcTB). JlaHHBIE CpeAcCTBa JOJKHBI
MIPEIOCTABIIATH BO3MOXXHOCTh MOHUTOPHHTIA U PETUCTPALIUU TOJIBKO T€X COOBITHI ayauTa, KOTOphIE
YIIOBJIETBOPSIOT 33JJaHHBIM KPUTEPHSM, YTO IMO3BOJIUT OTPAHUYUTH 00bEM JIaHHBIX, COOMPAEMBIX O
COOBITHSIX OE30MTACHOCTH.

2.3. UnenTudukanus u ayreHTU(PUKALHA

AUNC nomxHa TpeboBaTh, YTOOBI BC€ CyOBEKTHI TOCTYNA YHUKAJIBHO MAEHTU(ULIHUPOBAIUCH U
ayreHTu(uIupoBasncy npu goctyne Kk AVMC ¢ momomipio BBOAa HACHTU(PHUKATOPA W MApPOIIS.
Wnentudukanuss u ayTeHTH(DUKALUS JTOJDKHBI OCYHIECTBISATHCS O BBIMOJHEHUS CYOBEKTOM
noctyna kKakux-nmbo neiictBuil. AVC nomkHa noauepkuBath ayreHTHuKanmio [lomp3oBareneit
BMecTe ¢ ux aBTopusauuei. [IpenycmaTtpuBaercs, uto aBropusauus [lonp3oBareneii npeacrabiser
HavyaJIbHBIM ypOBEHbB JJISl Pa3pEeLICHUs 1OCTYIA K JIOKAJIbHBIM U CETEBBIM PECYpCaM.

AUC pomxHa obecrieuynBaTh XpaHeHue mapoiiell B npeodpazoBanHoM ¢opmate. AUC nomxHa
IIPEJOCTABIATh CPEACTBA YCHJIEHUsS] OE30MAaCHOCTH Maposield yepe3 HCHOJIb30BAHHE MEXaHU3MOB,
MO3BOJISIIOIIMX ~ ONPEAETUTh MHHMMAJIbHYIO JJMHY, BpeMs JelcTBUs (MHUHHUMajibHOE U
MaKCHMaJbHOE), 331aTh TpeOOBAaHNE YHUKAJIBbHOCTHU (HETIOBTOPSIEMOCTH) U BPEMsI CMEHBI I1apoJisl.

ANC nomxHa NpeoCTaBIATh MEXaHU3M OJIOKMPOBAHMS YYETHOM 3allMCH MOJIb30BaTENs MOCHe
OIPEeJIeIEHHOI0 KOJIMYECTBA MOMBITOK BBOJA HEMPABUIBHOIO MMEHM W/WIIM MApoJis MOJIb30BaTENs
no ee pas0nokupoBaHus amgMuHuctparopoM AWC wim mo HUCTEYEHHH BPEMEHU JIEHUCTBUS,
3aJIaHHOTO JUIsl CYeTYHKa OJIOKMPOBKHU.

2.4. 3amura cucreMbl 6€301aCHOCTH

AUC nomkHa MNPeAoCTaBIATh PsI BO3MOXKHOCTEH JJiIi OOCECHEYEHHS 3alUThl CUCTEMBI
OesomacHocTH. M3omsiuys mpoleccoB W HOJAEpkKaHMS JOMEHa O€30MacHOCTH  JOJKHBI
obOecrieunBath Oe30omacHOe BbITIOJNIHEHHE (yHKIMK cucteMbl O0e3onacHocTH AMC. Bo3moxxHOCTB
OCYILIECTBIICHUS MEPUOIUYECKOr0 TeCTUpOoBaHMs cpelbl ¢yHkiuoHupoanus AUWC (anmapatHoit
4acTH) U COOCTBEHHO camuXx (yHKiui cuctembl Oe3zonacHoctd AWC momkHO oOecreuynBaTth
nojajepkaHue yBepeHHocTu aaMmuHuctparopa AWMC B 1ENOCTHOCTM U KOPPEKTHOCTU
(GYHKIIMOHUPOBaHUS (PYHKIIUNA CUCTEMBI O€30MaCHOCTH.

3. OcHOBHBIE (l)YHKIlI/IOHaJ'IbHLIe BO3MOKHOCTH IMOBBIINICHUA HAACKHOCTH

ANC JOJDKHa obecneynBaTh HaACKHYIO 3alllUTY JaHHBIX OT HCTIPCABUACHHBIX cOoeB uiu
OTKa30B CUCTCMBI, obecneunBas CJICAYIOINUEC BO3MOKHOCTU IO MOBBIIIICHUIO HAAC)KHOCTHU.

3.1. Pe3epBHOE KONMpPOBaHUE JAHHBIX
B AUC nomxHBl BXOOUTH CTaHAApPTHBIE CPEACTBA NMPEIOTBPALICHHS MOTEPH JAHHBIX U HUX
BOCCTAHOBJICHHUS B CITy4ae BO3MOXHBIX cOoeB. Vmeronuecs: cpeicTBa pe3epBHOTO KOMMPOBAHUS



JOJKHBI MTPeoCcTaBIATh [1obp30BaTeNsIM BO3MOXKHOCTh BBIOOpA Pa3IMYHbIX CTPATETU Pe3epBHOIO
KOMUPOBAHUs, OOECICUMBAIONINX HEOOXOMWMBIM ypOBEHb 3aIllUTHl JAaHHBIX B  Cclydae
BO3HUKHOBEHHUS COOEB B paboTe CHCTEeMBI, mpu 3ToM [lomb30BarensiM MOJDKHA TPEIOCTaBISTHCS
BO3MOXXHOCTh BBITIOJIHEHUSI PE3EPBHOTO KOINUPOBAaHUS JAHHBIX Ha HEChEMHBIE M CHEMHBIC
yCTPOMCTBA XpaHEHHUSI.

3.2. BoccTaHOBJICHHE CHCTEMBI
OYHKIMOHAIbHBIE BO3MOKHOCTH BOCCTAHOBJICHHUSI CUCTEMbI JIOJKHBI MO3BOJISITH BO3BPALIATh
AUC B cocrostHue, npenmecTtByomiee coor. [Ipu 3tom B AVC He T0KHO MPOUCXOUTh MOTEPH
(16O MOTEpH TOJKHBI OBITh MUHUMAITBHBI) U UCKQKEHUS TAHHBIX.

3.3. CpeacrBa aIMMHUCTPUPOBAHUSA, YIIPABJIEHHUS U NOLIEPKKH
B cocraB AVC nomkHBI OBITh HHTETPUPOBAHBI Ipa)UuecKrue CpeicTBa aJIMHHHCTPHUPOBAHUS
W/WIW YTUIMTBI KOMaHIHOU CTPOKH, oOecnieunBaromue 3QpheKTHBHOE MOJIHOMACIITaOHOe B THOKOE
yhnpaBiieHHe (B TOM YUCJIE€ MOHUTOPHHT).

4. Cpena 6e3onacHoctu AUC

4.1. Mopaean yrpo3, xapakrepsbie 1 AUC
4.1.1. OcyiiecTBlieHUEe HECAaHKIIMOHUPOBAHHOTO O3HAKOMIICHUS C TIEPCOHAIBHBIMU JAHHBIMHU
pabOTHHUKOB M BOCIIMTAHHHKOB.
HMcToyHMKH YIpo3bl — BHEIIHUN 3JI0yMBIIIJICHHUK.
Cnocod (MeToa) peanu3anuu yrpo3bl — repexsaT nH(GOpMALMK U3 KAHAJIOB Nepeaun JaHHBIX C
HCIOJIb30BAHUEM CIIEIMATN3UPOBAHHBIX IPOTPAMMHO-TEXHUYECKUX CPEJICTB.
Hcnoab3yemble yA3BUMOCTH — BO3MOXKHBIE HEIOCTaTKW MEXAaHM3MOB 3aIllUThl HH(GOPMALUU TIPU
ee mepejaye 1o KaHajaam Mnepeadn JaHHBIX, CBSI3aHHBIE C BO3MOYKHOCTbIO HECAHKIIMOHUPOBAHHOTO
O3HAKOMJIEHUS C IepeaBaeMoil nHpopManueil TpeTbUx JIUIl.
Bua undgopmanuu, noTeHUHAJIbHO MOJABEP:KEHHOI YIPo3e — IepCOHABHBIC JaHHBIE PAOOTHUKOB
1 BOCIIUTAHHUKOB.
Hapymaemoe cBoiicTB0 0€3011aCHOCTH — KOHPUICHITUATHHOCTD.
Bo3MoskHbIe MOC/IEeACTBUS Pean3aluM YIPo3bl — HAHECEHUS MOPAJIbHOTO W/WJIM MaTepUaIbHOTO
yuiepba Juiy, QurypupyromeMy B MepexBaueHHON wuHpopmanuu. HaHeceHue KOCBEHHOTO
MaTepHalbHOTO yiiep6a 00pa30BaTeIbHOMY YUPEXKIACHHIO.
4.1.2. OcymiecTBieHUEe HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHHMSI C TIEPCOHAIBHBIMU JTAHHBIMHU
PabOTHUKOB M BOCIIUTAHHUKOB M UX MOJAU(UKaLKs (B TOM YHCIIE MTOAMEHA).
HMcToYHMKH YIPoO3bl — BHEIIHUN 3JI0YMBIIICHHUK.
Cnocod (MeToa) peanu3anuu yrpo3bl — rnepexsaT WH(GOpPMAIMK U3 KAHAJIOB Mepeadyn JaHHBIX C
HCIOJIb30BAHUEM CIIEIUATU3UPOBAHHBIX TPOIPAMMHO-TEXHUYECKUX CPEACTB; MOIU(pUKAIMS (B TOM
qyclie I0MEeHa) NepexBauyeHHON NH(OPMALIUY U HaBsI3bIBAaHUE JIOKHOM MH(DOpMaLH.
Hcnonb3yemble ysI3BUMOCTH — HEJOCTAaTKU MEXaHHU3MOB 3alIUTHl HHPOPMAIIMK MIPU €€ Neperade
[0 KaHajaM [epelayd JaHHBIX, CBS3aHHBIE C BO3MOXHOCTBIO HECAaHKLIMOHMPOBAHHOIO
03HaKOMJIEHHUS U Mou(UKaluH (B TOM YHCIe MTOAMEHBI) IepeaBaeMoi HHPOpMaIUH.
Bua ungopmanuu, noTeHUHAJIbHO MOJABEP:KEHHOM Yrpo3e — IepCoOHaIbHbIE JaHHbIE PAOOTHUKOB
U BOCIIUTAaHHUKOB.
Hapyumaemble cBoiicTBa 0€30l1aCHOCTH — KOH(PUIEHIIMATBHOCTD, LIEIOCTHOCTb.
Bo3mo:kHbIe N0OC/IeICTBUS Peain3alMi Yrpo3bl — HAHECEHUSI MOPAJILHOTO W/WIIM MaTepHaIbHOTO
yiiep6a nuiy, GUrypupymoomemMy B MepexBaueHHOW MHGPOpPMAalUU H3-32 HECAHKIIMOHMPOBAHHOTO
pacKphITUs KOH(UIACHUMAIBHOW HMH(DOpPMAIMK WM pacCIpOCTPAHEHHUs] PACKPBITHIX JIaHHBIX.
Hanecenue KOCBEHHOTO MaTepUaIbHOTO yiiepOa J0IKOIbHOMY 00pa30BaTeIbHOMY YUPEKICHUIO.



4.1.3. HapymieHue JOCTYNHOCTH, YTpara MWIH HCKa)KEHUE IPEJOCTaBISEMBIX IEPCOHAIBHBIX
JAHHBIX PAOOTHUKOB W BOCHUTAaHHUKOB BCIEACTBHE COOEB (OTKa30B) NPOrPAMMHOTO H
anmnapaTHOro 00eCIeueHUsI.
M cTouHNKH yIpo3bl — IPOrpaMMHOE U aniapaTHoe o0ecreyeHue.
Cnocod (meron) peanu3anmu Yrpo3bl — cOou (OTKa3bl) MPOrPAMMHOTO U  alIapaTHOTO
o0ecreyeHus.
Hcnoab3yemble ySI3BUMOCTH — HEJIOCTaTKH MEXaHU3MOB OO€CleUYeHus: JOCTYIHOCTH TpeOyemMoin
nHpOpMAaLUY, CBS3aHHBIE C BO3MOXKHOCTHIO OJIOKHMPOBAHHUS TNPEAOCTABICHHS HHPOpPMALUU Ha
HE/IOMYCTHMOE BPEMSI.
Bua ungopmanuu, noTeHUHAJIbHO MOJABEP:KEHHOI YIpo3e — IepCOHAbHBIC JaHHBIE PAOOTHUKOB
Y BOCITUTAHHUKOB.
Hapymaemoe cBoiicTBO 6€301aCHOCTH — JOCTYITHOCTD, IOCTOBEPHOCTb.
Bo3MoskHbIe moc/iecTBUS peaju3alliid Yrpo3bl — HapylIeHHE CO CTOPOHBI 00pa30BaTEIBLHOTO
YUPEXICHUS B3ATHIX Ha ce0si 00513aTesIbcTB O 00pabOTKe MEePCOHANBHBIX JaHHBIX PaOOTHUKOB U
BOCIIUTAaHHUKOB M MOXKET IPHUBECTH K MPSIMOMY HJIM KOCBEHHOMY MaTe€pHaIbHOMY YIIEepOy
JOLIKOJIbHOMY 00Pa30BaTEIbHOMY YUPEKICHUIO.
4.1.4. Hapymenue CcOIiIacoBaHHOCTH JAaHHBIX B IE€PCOHAJIbHBIX JAHHBIX PpPAaOOTHUKOB U
BOCIIUTAaHHUKOB BCIIEICTBHE COOEB (OTKA30B) MPOrPAaMMHOTO M amIlapaTHOTO OOECIIEYCHHUS, a TaKKe
OLIMOOK MepCcoHalIa JI0IKOJIBHOI0 00pa30BaTEIbHOTO YUPEKACHUS.
HcTouHnku yrpo3bl — NPOrpaMMHOE W amIapaTHoe oOecredeHue, MEepCOHAN JOUIKOIBLHOTO
00pa30BaTENFHOTO YUPEKICHUSI.
Cnoco6 (Metoa) peasu3anum yrpo3bl — coou (O0TKa3bl) IPOrpaMMHOTO 00€CTICUeHUS U OIIMOKHU
IIepCoHaa JOLIKOJIBHOIO 00pa30BaTEIbHOTO YUPEXKICHUS.
Hcnoab3yemble yI3BUMOCTH — HEIOCTATKA MEXaHU3MOB 00ECTICUEHHsI COTJIACOBAHHOCTH JTaHHBIX
B bl AVC, cBa3aHHbIE C BO3MOXXHOCTBIO HAPYIICHUSI COTJIACOBAHHOCTH.
Bua undgopmanuu, noTeHUHAJbHO MOJABEP:KEHHOI YIpo3e — IepCOHAbHBIC JaHHBIE PAOOTHUKOB
Y BOCITUTAHHUKOB.
Hapymaemble cBoiicTBa 0€30MaCHOCTH AKTHBOB — JIOCTOBEPHOCTbD, IIEJIOCTHOCTD.
Bo3MoskHbIe MOCIeICTBUS peaau3alu Yrpo3bl — paccorjacoBaHUE B EPCOHATBHBIX
JTaHHBIX paOOTHUKOB M BOCITMTAHHUKOB, XpaHUMbIX B B/ AUC, uTo, B CBOIO Ouepesb, IPUBEACT K
BO3MOKHOMY  HAHECEHHsS MOPAJIBHOTO W/WIM  MaTepHalIbHOTO  yuiepda  JIOIIKOJIBHOMY
00pa30BaTeNIbHOMY YUPEKICHUIO.
4.1.5. OcymecTBieHue JocTyna (O3HAKOMIJIEHHUs) C IEpPCOHAIbHBIMU JaHHBIMH BOCIHMTaHHHKA,
XpaHUMbIMH U oOpabaTbiBaeMbiMu B AMC, 0e3 corjacus cyObeKkTa NEpCOHAIBHBIX JaHHBIX
(3aKOHHOTO MPECTABUTEINS) MJIM OKOHUAHUS CPOKaA AEUCTBUS TAKOTO COTJIacHsl.
HcTouHnkH yrpo3bl — YNOJTHOMOUYEHHBIE HA JIOCTYI K TEPCOHAILHBIM JAHHBIM BHYTPEHHHE U
BHEIITHUE TT0JIb30BaTEIH.
Cnocod (MeTon) peajM3aluM Yrpo3bl — OCYIIECTBICHHE IOCTYyNa K IMEPCOHAIBHBIM JaHHBIM
BOCIIUTAaHHUKOB C HCMOJb30BAHUEM IUTATHBIX CPEACTB, MPEJOCTaBISAEMBIX MPOTrPaMMHO-
anmapaTHeiM ooecnieuenuem AVC.
Hcnoab3dyemble ysI3BUMOCTH — HEAOCTaTKM MEXAaHMW3MOB 3alllUThl MEPCOHAIbHBIX JaHHBIX
00y4YaroIerocs, CBI3aHHbIC C BO3SMOXHOCTBIO JTOCTYIa K HUM 0€3 MTMCHbMEHHOTO COTJIacHs CyOBeKTa
NEPCOHAIBHBIX JAHHBIX UJIH MTOCIE OKOHYAHMSI CPOKa ero JeHCTBUS.
Bup wuHdpopManumu, NOTEHUHAJBHO IOJABEPKEHHOW YIpo3e — TIEPCOHAIbHBIE JIaHHBIE
BOCIIUTaHHHUKOB.
Hapyiaemble cBoiicTBa 6€30MacHOCTH — KOHPUIECHITNATEHOCTD.
Bo3MoskHbIe NMOC/JEACTBUS PeajiM3allil Yrpo3bl — HECAHKIMOHMPOBAHHOE O3HAKOMIIEHHE C
MEPCOHATBHBIMHI JIaHHBIMH BT K HAHECCHHWIO MOPAJIbHOTO W/WIM MaTepHAIBLHOTO yiuepoa
o0ydJarommemMycst M3-3a HECAHKITMOHUPOBAHHOTO PACKPHITHS KOHPUACHITHATFHON HH(DOpMAIHH.



4.1.6. Buenpenue B WHGOPMAIIMOHHYIO CHCTEMY OOpa30BaTEIbHOTO YYPEKICHUS BUPYCOB H

JAPyroro BPEIOHOCHOTO MPOrPaMMHOIO OO0ECleYeHUs TNpH B3aUMOACHCTBHM C BHEUIHHUMHU

CUCTEMAaMH, a TakKKC IIOJb30BaTCiIIMHU C HOCHUTENICH I/IH(bOpMaLII/II/I, HCIIOJIb3YCMbIX Ha

aBTOMAaTU3UPOBAHHBIX PabOYMX MeCTax.

HcTouHnku yrposbl — BHYTPEHHUE MOJIb30BATENIN U IEPCOHAN JIOIIKOJIBHOIO 00pa30BaTEIbHOIO

YUPEX/I€HUS, BHEIIIHUE CUCTEMBI.

Cnoco0 (mMerox) peaam3auMu Yrpo3bl — BHEAPEHUE BHPYCOB M JPYroro BPEJOHOCHOTO

MPOrpaMMHOT0 OOecrieueH s TP B3aUMOCHCTBUU C BHEIIHMMHU cucTeMamu ((aiiinoBelii oOMeH,

JIEKTPOHHAsI OYTa U T.II.), @ TAaKXKe IPU MCIOJb30BaHUU ChEMHBIX HOCUTEJIEH MHPOpMaLuu Ha

aBTOMATH3MPOBAHHBIX Pa0OYHMX MECTax.

Hcnoab3yemble yI3BUMOCTH — HEJOCTAaTKM MEXaHU3MOB 3alIMTHl WH(POPMALMOHHON CHCTEMBI

00pa30BaTENBHOIO YUPEXKAECHUS OT BHEAPEHUS BUPYCOB U JAPYroro BPEJIOHOCHOIO MPOrpaMMHOIO

o0ecrieyeHus, CBSI3aHHBIE C BO3MOXKHOCTBIO BHEJPEHUS BHUPYCOB M JIPYrOro BPEJOHOCHOTO

IIPOrPaMMHOr0 00eCIIeueHHUs.

Bup mHpopManuu, NOTEHUHMAJBHO IOABEP/KEHHOH Yrpo3e — IMpPOrpaMMHOE oOOecredeHue

MH(GOPMAIMOHHON CUCTEMBI JOLIKOIBFHOTO 00Pa30BaTEIbHOIO YUPEKICHHS.

Hapymaemoe cBoiicTBO 0€301aCHOCTH AKTHBOB — 11EJIOCTHOCTb.

Bo3MoskHbIe NOC/IeICTBHS peajn3aluu Yrpo3bl — HapylICHHE PEXUMOB (DYHKIIMOHUPOBAHMS

MHGOPMALIMOHHON CHCTeMBbl 00pa30BaTEIbHOIO YUPEKICHUs, MoTepss (yTpara) U HCKaKEHUE

nHbOpMAINY, CHWKCHHWE YPOBHS 3alllMIICHHOCTH HWH(POPMALMOHHON CHUCTEMBI JOIIKOJIBEHOTO

00pa30BaTENBHOTO YUPESXKICHH. BeneTr K BO3MOXKHOMY MaTepuaibHOMY yIiepOy AOMIKOIBHOTO
00pa30BaTENBLHOIO YUPEXKICHUS.

4.1.7. OcyuiecTBiIeHHE HECAHKIMOHUPOBAHHBIX MH()OPMAIMOHHBIX BO3ACUCTBUI (Moaudukanus
KOH(HUTypallMOHHBIX JaHHBIX IPOTPaMMHO-aNMapaTHBIX CPEACTB, MOA00p ayTEeHTH()HUKAMOHHON
uHPOpPMALUK U T.I.) HA HHPOPMAIIMOHHYIO CHCTEMY JOMIKOJIBHOTO 0Opa30BaTEIBHOTO YUPEKICHUS,
OCYILECTBIIIEMBIX U3 BHEIIHUX CUCTEM.

HcTouynnkm yrpo3nl — BHEIIHKE 3710yMBIIIUIEHHUKH, BHELTHUE CUCTEMBI.

Crnoco0 (MeTon) peaJu3anMu yrpo3bl — HECAaHKIIMOHUPOBAaHHbIE NHPOPMAIIMOHHbBIE BO3AECUCTBUSA

C MCIIOJIb30BAaHKUEM CIICIUAIM3UPOBAHHOTO IPOTPAMMHO-ANIIapaTHOTO 00eCIIeYeHusI.

Hcnonb3yemble ySI3BUMOCTH — HEJOCTaTKM MEXAHM3MOB 3alUThl MHPOPMAIIMOHHON CHUCTEMBI

JIOTIKOJIBHOTO 00pa30BaTEIbHOTO YUPEKICHUS OT HECAHKIIMOHUPOBAHHBIX BHEIITHUX BO3/ICHCTBUA.

Bux uHdopmanumu, noTeHUHMAJBLHO TOJBEpP:KEHHON Yyrpo3e — MPOrpaMMHO-aNNapaTHOE

oOecnieueHre NHPOPMAITMOHHON CUCTEMBI JIOIIKOIBLHOTO 00pa30BaTEIbHOTO YUPEKACHHUS.

HapymaeMble CBOlCTBA 0€30IIACHOCTH AKTHBOB — KOH(I)I/II[CHIII/IaJIBHOCTL, OCJIOCTHOCTD.

Bo3MokHBIE NOCJIEACTBHS pPeaaTu3aluy Yrpo3bl — HapylIeHHe peXXUMOB (PYHKIIMOHUPOBAHUS

MH(OPMALIMOHHONW CHUCTEMBI JIOIIKOJIBHOTO OOPa30BAaTEIbHOIO YUPEKIACHUS, CHM)KEHUE YpPOBHS

3aLIUIEHHOCTH UH(OPMAIIMOHHON CHCTEMBI JJOLIKOJIBLHOTO 00pa30BaTeNIbHOIO yupexkaeHus. Beger

K BO3MOXXHOMY MaTepHallbHOMY y1iepOy.

4.2. IloautHnka " nean 6e3onacHocTu 1 AUC
AWC nomxHa o0ecrieuuTh CIeI0BaHNE MPUBEICHHBIM HIUKE TTpaBUiIaM 0€30MacHOCTH:

1. JomxHa ObITH OOecliedeHa perucTpamusi U ydeT MmoilyueHus (BKIoYas yKka3zaHHe CpoKa JeWCTBUSA)
Corylacus 3aKOHHOTO TIPEJCTABHTENs BOCIHTAaHHUKA Ha OOpabOTKY MPEIOCTaBIICHHBIX UM B
JIOIITKOJIBHOE 00Pa30BaTeIbHOE YUPEIKICHUE TIEPCOHATBHBIX JIAHHBIX.

2. JlomxHa OBITH oOOecleueHa BO3MOXHOCTh HAJICKHOTO XpaHEHUS IEePCOHATBHBIX JIaHHBIX
pabOTHUKOB M BOCIUTAHHHUKOB (B TEUYEHHUE JCUCTBUS CPOKA TPYAOBOTO JOTOBOPA U pa3perIeHUs
(cormacwusi) Ha 00pabOTKY MEPCOHATBHBIX TAHHBIX COOTBETCTBEHHO).

3. JlomxHa ObITh 0OecIeueHa BO3MOKHOCTD Oe3onacHoro BocctaHoBieHus AVIC mocie cooeB u
0TKa30B MPOTrpaMMHOro obecrieueHus u 000pya0BaHus.



JomxkHa ObITh oOecrieuyeHa 3amuTa HHPOPMAIUHM, COCTABIISIONIEH TEPCOHAIBHBIE JIaHHBIC
paOOTHHUKOB U BOCITUTAHHUKOB, IIPU €€ 00pabOTKe, XpaHEHUU U Tepeade CrelnaTu3upOBaHHBIMU
CpEICTBaMU 3alIUTHI.

JIomKHO OBITH O0CCIIEUEHO HAIMYMe HAJICKANINX, 3allUIIEHHBIX OT HECAHKIMOHUPOBAHHOTO
WCIIOJIb30BaHHUs, MEXaHU3MOB PETUCTpalUU U mpeaynpexaeHus agmunuctparopa AUC o mrob6bix
COOBITHSIX, OTHOCAIIMXCS K Oe3omacHoctu AVC.

JlomkHO OBITH 00€cleYeHO HajJuuKe HaJUIekKAlIMX U KOPPEKTHO (DYHKIMOHHMPYIOIIUX CPEICTB
aJIMUHHUCTPUPOBAHUS 0€30IaCHOCTH HH()OPMAIIMOHHOW CUCTEMBI JIOMIKOJILHOTO 00pa30BaTEILHOTO
YUpEXKIEHUS, JOCTYIHBIX TOJIBKO YIIOJIHOMOYEHHBIM aIMHUHUCTPATOPaM.

JIomKHBI OBITH TMPEIOCTABICHBI MEXAaHU3MBI AyTCHTH()HUKAIMH, O00CCIICYMBAIONINE aJCKBATHYIO
3alUTy OT MPSMOTO WM YMBIIJICHHOTO HapylieHUs 0e30MacHOCTH HApYILIUTEISIMU C HHU3KUM
MOTEHI[MAJIOM HaIa/ICHHUS.

JlomkHbl  ObITh  OOecrieyeHbl MEXaHHU3Mbl TEHEpalMH, HaJUIekKallero W 3allMIIEHHOrO
pacnpesesieHus, YHUYTOXKEHUSI KI4eBod MH(GOpMaluu, a TakKe MEXaHHU3Mbl MH(PPOBAHUS, U
dbopMUpOBaHHS ~ AJNEKTPOHHOW  mU@PpPoOBOW  moamucu.  JlaHHBIE  MEXaHU3MBI  JOJIKHBI
(YHKITMOHUPOBATHh B COOTBETCTBUU C CEPTUDUIIUPOBAHHBIMH aJTOPUTMAMHU.

4.3. llomuTuKa 1 Hesu 0e30MACHOCTH AJis cpeabl pynkuuonuposanns AUC

Cpena dynkunonupoBanusi AIC gomkna obecreunTs ciael0BaHUE MPUBEICHHBIM HUXKE
mpaBuiiaM 0€30MaCHOCTH:
JlomkHa ObITH oOOecreueHa HHKEHEPHO-TEXHUYECKash YKPEIIEHHOCTh OOBEKTOB pa3MeIIeHUs
cucTeMbl 00paOOTKHM, XpaHEHUS U TNepeAadyd WHPOPMALUHU, COAEp)Kalled CBEICHHS O
MEePCOHANBHBIX TaHHBIX.
OOBeKTHI pa3MeNIeHHs CUCTEMbI 0O0pabOTKH, XpaHEHHs M Tepeadd MH(pOpMaIuu, coaepKaiei
CBEICHHUS O TMEPCOHAIbHBIX JAHHBIX, JOJDKHBI OBITH OOOPYIOBAaHBI CHUCTEMON OXpaHHOUN
CUTHAJIM3aL1H.
Jlo;okHa OBITH MCKIIIOUEHA BO3MOXXHOCTh HECAaHKIIMOHHPOBAHHOTO (PH3MUYECKOTO JOCTyNa K
MIPOrpPaMMHO-AIIAPATHBIM AJIEMEHTaM CHUCTEMBbI 00pabOTKH, XpaHeHUs U mepefaud hHpopmanuu,
coJieprKallleil CBeIeHUs! O IEPCOHAIBHBIX JaHHBIX, CO CTOPOHBI IOCTOPOHHUX JIMII.
Ha o0bekTax cuctemsl 00pabOTKH, XpaHEHUs U Nepeaayd nHPOpMalnU, coiepKalleil CBeIeHUs O
NEPCOHATBHBIX JAHHBIX, JOJDKHO OBITh OOECIeYeHO HalMyhe M HaJylexallee MCIOoIb30BaHHe
CPEIICTB aHTUBHUPYCHOM 3alUTHI, CEPTUPUIIMPOBAHHBIX MO TpeOOBaHUSIM Oe30macHOCTH. J{OMKHO
OBITH 00ECTICUEHO PETYIISIPHOE OOHOBIIEHUE aHTUBHPYCHBIX 0a3.
OOBekThl cucteMbl 00paOOTKH, XpaHEHHUs U IepeAayd MHGOpMaluu, CoAepkalled CBeleHUs o
MIEPCOHANBHBIX JIaHHBIX, JOJHKHO OBITh MOJKIIOYEHbI K BHEIIHUM BBIYMCIUTEIBHBIM CETSIM O0OLIETro
MOJIb30BAHUSA C  HCIIOJIb30BAaHMEM  HQJIEXKAllUX CPEICTB MEKCETEBOI0  SKpaHUPOBAHUSA,
cepTu(UIUPOBAHHBIX 110 TPeOOBAHUAM 0€30MMACHOCTH.
Ha o0bekTax cuctembl 00pabOTKH, XpaHEHUs U Teperaud MHPOpMALK, CoepkKalleil CBeAeHUs O
MEPCOHANBHBIX JIAHHBIX, JOJKHO OBITh OOECHEeUeHO OTCYTCTBHE HEIITAaTHBIX IPOrpPaMMHBIX
CpPEICTB, HE MMEIOIIMUX OTHOLIEHHWE K Mpoueccy (yHKIMOHUPOBAHUS  JIOIIKOJIBHOIO
00pa30BaTENBLHOTO YUPEKICHUS.
JloikHbl  OBITH  OOecreueHbl YCTaHOBKA, KOH(DUIYpUpOBaHHME U yIpaBJIeHUE MPOTrPaMMHO-
anmnapaTtHeiMu cpeactBaMu AMC B COOTBETCTBUM C PYKOBOACTBAMHM M COIJIACHO OLIEHEHHBIM
KOH(UTyparusM.
Ilepconan, oTBeTCTBEHHBIH 3a anMuHucTpupoBanne ANUC, nomxeH ObITh OJ1aroHaIeKHbIM U
KOMIIETEHTHBIM, 1 PYKOBOJCTBOBATHCS B CBOEH €ATEIBHOCTH COOTBETCTBYIOLIEH TOKYMEHTALUEN.
VYnonHomouenHole Ha pabory ¢ AMWC omneparopel JOKHBI OBITH  OJIarOHa/EKHBIMH,
PYKOBOJICTBOBAaTbCS B CBOCHM paboTe HIKCIUTyaTaliMoHHOW mokymeHTanmed Ha AMWC, a mx
COBMECTHbIE JEHCTBUSI JIOJDKHBI OBITh HampaBieHbl HCKIIOYUTEIHLHO HAa BBIIOJHEHUE CBOUX
(YHKIIMOHAJIBHBIX 0053aHHOCTEH.



